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2.2.5 Daca plata a fost autorizata de catre client, la adresa de redirect a aplicatiei TPP se
trimite un cod care poate fi utilizat de aplicatia TPP pentru obtinere token de accesare a starii
platii. 46

2.2.6  Aplicatia TPP va furniza codul de acces de mai sus in schimbul unui token de access la

datele platii (Bearer TOKEN) c...civuuriiiueiiiireiiieieiie et eetieeettie e et e ettt eetaeeeteneetnesersnssesnesersnssennes 46
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53
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2.4.2 Serviciul Bancii verifica corectitudinea datelor si memoreaza datele platii................ 54

2.4.3 Aplicatia TPP redirecteaza clientul catre interfata de autorizare expusa de banca...... 54

2.4.4 Dupa autentificarea reusita clientul isi da acordul pentru procesarea platii bulk sau o

POATE FEJECTA. .uivniiniiniiiiieiieeie ettt ettt e teeteetesaesansenstnsenstnesnesessessensensensenssnssssssssensensensenennees 55
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1 Inrolarea Automata:

Pentru a putea incepe testarea api-urilor este necesara inrolarea utilizatorului. Pentru a putea face
acest lucru trebuie urmati urmatorii pasi:

- Crearea user-ului

- Crearea unei aplicatii

CEC\{Y Bank PRODUCTS v HOW IT WORKS conTacTus 6) @

Back | Our Products

Our Products

< Back to Home Page

APIs for Payments
(PISP)

Provide the CEC Bank users with money

® APIs for payments

® APIs for consent

APIs for account transfer services, directly from your platform
T I X R

information or application.
- APIs for Automation

Enroliment READ MORE
How it works

APIs for Consent

Ensure the customer's account has the
funds needed for a certain transaction.

READ MORE
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In portal vom merge pe fereastra ,,Our Products” si vom selecta api-ul : API’s for Automation

Enrollment.

Dupa selectare vom putea vedea api-ul de ,,Dynamic Users Register”:

« &) 23 apiportal.cec.ro/cec/prod/product/enrollment/api/enrollments#/DynamicUsersRegister_100/overview

CEC [ Bank

PRODUCTS v HOW IT WORKS CONTACT US @ @

Home | API Products | Dynamic Users Register - API Developer Portal | Dynamic Users Register - AP| Developer Portal

Dynamic Users Register ==

Overview
POST /portalfusersiregister
POST /ereate/app

Definitions:

1.1 Crearea user-ului:

Trebuie selectat primul apel: ,,POST /portal/users/register” pentru a face apelul de creare de user.

Overview

Type REST ' 0AS2

Protocol HTTPS

Endpoint Production, Development: https://api.cec.ro/cec/prod/dynamic-users-register

Download OpenAPI document as JSON &,

Download OpenAPI document as YAML &

Datele completate in body trebuie retinute deoarece vor fi folosite si in apelul de creare de

aplicatie.
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Overview

POST Jportalfusersfregister Sign Up tO the pOI'tal
POST jereate/app
Production, https:/fapi.cec.rofceciprod/dynamic-users-register/portal/usersireg
POST Developmentister
Parameters ~  Header
Accept
Content-Type

TPP-Signature-Certificate®

~  Body

Pentru a putea face apelul trebuie completate urmatoarele header-e :

- TPP-Signature-Certificate = ----- BEGIN CERTIFICATE-----
XXXEXAMPLExxxxxxxxXxEXAMPLExxxxxxxxxXxEXAMPLExxxxxxxxXxXx EXAMPLExxxxxxxE
XAMPLExxxxxxxXxXEXAMPLExxxxxXxXxXXXEXAMPLExxxxxxxxXxXEXAMPLExxxxxxxEXA
MPLExxxxXXXXX EXAMPLEXxxXxXxXXXXXEXAMPLExxxxxxxxxXxEXAMPLExxxxxxxEXAMPL
ExxxxxxxxXxEXAMPLExxxxxxxxXxXx EXAMPLExxxxxxxxxxEXAMPLExxxx----- END
CERTIFICATE-----

- Content-Type = application/json

In partea de body trebuie completat urmatorul model de body:
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body : {
"username":"john.doe@yahoo.com",
"password":"password",
"first name":"John",
"last_ name":"Doe",

"organization":"JohnORG"

CEC @ Bank PRODUCTS v HOW IT WORKS CONTACT US @

............

Accept

Content-Type

TPP-Signature-Certicare” m

-----BEGIN CERTIFICATE-----00dEXAMPLEX000000K....

Daca datele introduse sunt valide apelul va returna un raspuns de ,,201 created” si pe adresa de
email completata in body o sa primiti un email de confirmare in care se va regasii link-ul de
activare.

Link-ul trebuie accesat in pagina web pentru a finaliza pasul de inrolare.
1.2 Crearea unei aplicatii:

Trebuie selectat al doi-lea apel: ,,POST /create/app” pentru a face apelul de creare de de aplicatie
si obtinerea unui set de credentiale de test.
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C % apiportal.cecro/cec/prod/product/enrollment/api/enrollments#/DynamicUsersRegister_100/operation/%2Fcreate%2Fapp/post auw @

CEC m Bank PRODUCTS v HOW IT WORKS CONTACT US @ e

Overview

POST portalfusershegister pOST . lcreate/a pp
POST fereate/app

Definitions Details Tryit

Production, https;//apicec.rofcec/prad/dynamic-users-register/create/app

POST Development:

Parameters ~  Header
Accept
Content-Type

TPP-Signature-Certificate™ Generate

e
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CEC [y Bank

POST /create/app

Definitions Details

POST

Parameters

PRODUCTS v

HOW IT WORKS

Try it

CONTACT US

- O

Production, https:/fapi.cec.rofcec/prod/dynamic-users-register/createfapp

Development:

~  Header

Accept

Content-Type

TPP-Signature-Certificate™ -

Generate

----- BEGIN CERTIFICATE-----xxXEXAMPLEX:o0000K.. .

Redirect-URT*

http:f/pivhu.mt/kaapupi

Generate

~  Body

Pentru a putea face apelul trebuie completate urmatoarele header-e :

-TPP-Signature-Certificate = ----- BEGIN CERTIFICATE-----

XxXXEXAMPLExxxxxxxxXEXAMPLExxxxxxxxxXxEXAMPLExxxxxxxxXxXxEXAMPLExxxxxxxE
XAMPLExxxxxxxxXEXAMPLExxxxxXxXXXXEXAMPLExxxxxxxxXxXx EXAMPLExxxxxxxEXA

MPLExxxxxxXxXX EXAMPLExxxxxxxxxXEXAMPLExxxxxxxxxxEXAMPLExxxxxxxEXAMPL
ExxxxxxxxXxEXAMPLExxxxxxxxxX EXAMPLExxxxxxxxxxEXAMPLExxxx

CERTIFICATE-----

- Content-Type = application/json

- Redirect-Uri = ,,https://www.google.com”(link-ul trecut este un exemplu si se poate trece orice

link de redirect)

In partea de body trebuie completat urmatorul model de body:

body : {

n.n;

"username":"john.doe@yahoo.com",

----- END
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https://www.google.com/

"password":"password",
Happ_name" : ”JOhnAPP”’
"app _title":"JohnAPP",

"organization":"JohnORG"

Daca numele organizatiei completat in pasul de inrolare contine spatii ("organization":"John
ORG"), cand se completeaza body-ul de request pentru apelul de creare de aplicatie trebuie sa
inlocuim spatiile cu ,,-”.

Ex:

body : {
"username":"john.doe@yahoo.com",
"password":"password",
"app _name":"JohnAPP",
"app_title":"JohnAPP",

"organization":"John-ORG"
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Parameters Header ~

Accept

Content-Type

TPP-Signature-Certificate” Generate

-----BEGIN CERTIFICATE----- XXX EXAMPLExxxxxxxxx EXAMPLExxxxx...

Redirect-URI" Generate

http:/vulo.mz/fopna

Body ~

Body” Generate

generated

{
"username":"jchn.doe@yahoo.com”,
"app_name""JohnAPP",

u sl PO A N

RESET SEND

In urma apelului vom primi un respuns de forma :

201 Created

"Application Name": " JohnAPP",

"Application_Title": " JohnAPP",

"client id": "f9dTESTa5798 TESTc76a837a",

"client secret": "bOfTEST5a70TEST2e8460TEST23b50"
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Cu aceste credentiale vom putea face apelurile prezentate mai jos si trebuie salvate pentru a le
avea de fiecare data cand va fi nevoie sa le folositi.

» Descriere functionalitati produs PSD2-CECAPIC

Dupa logarea pe portal, utilizatorii inregistrati au acces la produsul PSD2-CECAPIC

CEC m Bank PRODUCTS v HOW IT WORKS CONTACT US @) @

Back | Our Products

Our Products

< Back to Home Page

APIs for Payments
(PISP)

Provide the CEC Bank users with money

® APIs for payments

® APIs for consent

APls for account transfer services, directly from your platform
information or application.

- APIs for Automation
Enroliment READ MORE

How it works

APIs for Consent

Ensure the customer's account has the
funds needed for a certain transaction.

READ MORE

Acest produs include API-urile necesare dezvoltarii aplicatiilor TPP cu functionalitati de tip
AIS/PIS:

+«PSD2 API-ConsentC: contine operatiile necesare preluarii consimtamantului clientului
pentru accesarea conturilor deschise la CEC Bank;

*«PSD2 API-AccountsC: contine operatiile necesare dezvoltarii functionalitatilor AIS (se
extrag date despre conturi cu limitarile specificate in consimtamantul clientului);
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+«PSD2 API-PaymentsC: contine operatiile necesare dezvoltarii functionalitatilor PIS (se
pot initia tranzactii pentru care se solicita autorizarea clientului) si PIIS (se poate
confirma disponibilitatea unei anumite sume in cont in baza unui acord valid de
consultare cont).

Pentru a accesa/testa API-urile de mai sus, aplicatia TPP trebuie sa subscrie la utilizarea
acestora.La apelarea operatiilor din API-uri, sunt necesari parametrii de autentificare aplicatie:
Client Id si Client Secret. De asemenea, apelarea API-urilor: PSD2 API-ConsentC, PSD2 API-
AccountsC, PSD2 API-PaymentsC este permisa numai daca se completeaza parametrul de
header Tpp-Signature-Certificate al fiecarui apel cu certificatul EIDAS al TPP de forma :

XXXEXAMPLExxxxxxxxXxEXAMPLExxxxxxxxxXxEXAMPLExxxxxxxxXxXx EXAMPLExxxxxxxE
XAMPLExxxxxxXxXXEXAMPLExxxxxXxXxXXXEXAMPLExxxxxxxxxXxEXAMPLExxxxxxxEXA
MPLExxxxXXXXX EXAMPLEXxxXxXxXxXXXXEXAMPLExxxxxxxxxxEXAMPLExxxxxxxEXAMPL
ExxxxxxxxXxEXAMPLExxxxxxxxXxXxEXAMPLExxxxxxxxxxEXAMPLExxxx----- END
CERTIFICATE-----

CEC m Bank PRODUCTS v HOW IT WORKS CONTACT US GN ) @
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®  APIs [or paymernls

® APIs for consent
Provide the CEC Bank users with money
APIs for account transfer services, directly from your platform
° T
information or application.
2 APIs [or Autormation
Enroliment READ MORE

How it works

APIs for Consent

Ensure the customer's account has the
funds needed for a certain transaction.
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2.1 Descrierea fluxului pentru obtinere date conturi client

1 La =olicitarea TP, aplicatia TPP informeaza ASPSP ca un dient al zau doreste 5a-si vizualizeze datele

conturilor [se apeleaza operatia POST fvl/consents — pentru autentificare aplicatie TPP se trimite Client Id si
certificatul EIDAS al TPP - format .oem )

de tip consent nou creatilr prec
d despre serverul de auto

3. Aplicatia apeleaza operatia GET foauth2 fauthorize pentru autorizare consent

4.Clientul = gyrentifica in plasfarma de aurentifisacs. CEC Bank ytilizand credentialele de lpgars in aplicasia de
Intermet Banking CEC Online

v

5. Dupa autenifisars, slientulyl i s= s9licita acerdyl REOCY, AnResarss santuriler deschise = CEC Bank.

6.2 la ggdresg de
N redirect s2 primssie
URRRAAED GURKIL —_— meszi de sroare,
contunloe? - .
Zacress. denisd”

D&

6.b L= geifgs de redirect se primasie valgares sodulyl de anqes nentry aplisatie (Rarameul code)

7. Utilizand codul obtinut [ pasul &, aplicatia solicita token de acces (apeleaza ocperatia FOST foauth? ftoken)

I

8. L= agligsa, de redirect se timits ValRRISR 35RRE.5RkER d= Sipyl bearer, precum siyvaloares rafrssh. daksn

9 Utilizand acces token obtinut |2 pasul 8, aplicatia solicita date desore conturi (apeleaza operatiile din AP1-ul

P50 APl-AccountsC, incepand cu operatia GET /vl /faccounts)
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2.1.1 Transmitere solicitare pentru preluare acord accesare conturi client:
creare consent.

Se apeleaza operatia POST /v1/consents din API-ul PSD2 API-Consent. In Header se
completeaza obligatoriu:

- X-Request-ID
- TPP-Redirect-URI
- Tpp-Signature-Certificate.

In sectiunea ,,Security” va aparea butonul de Log In iar in urma logarii se va selecta automat
aplicatia subscrisa produsului.

In Body nu trebuie transmise informatii. Continutul consentului va fi stabilit de catre client dupa
autentificarea in sistemul bancii, in interfata de autorizare consent expusa de catre banca.

CEC (B Bank PRODUCTS v HOW IT WORKS CONTACT US @ @

GET Mfconsents/{consentld}

DELETE N/consents/{consent|... Details

GET Mlfconsents/{consentid)/st...
Production, https./fapi.cecrofcec/prod/psd29c/vi/consents

POST fvl/consents/{consentld]y. POST Development:

GET Mlfconsents/{consentid}/a...

GET Mlfconsents/{consentld}/a..

Security ~  Identification
PUT Al/cansents/{cansentid}/a.
Login to try this APT
GET Mfd/consents/{consentld}
DELETE N/d/consents/{consen.

GET Mfd/consents/{consentld}...

Definitions
Parameters ~  Header

Accept

Content-Type

X-Request-ID Generate

1D of the request, unique to the call, as determined ...
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@ 201 Created
Response

Body Headers

"consentStatus": "received",
"consentId™: "dS5efc274-5674-11f0-b039-0a0800610000™,
" links": {
"gcalCAuth": {
"href": "https://api.cec.ro/cec/prod/oauth/.we
11-known/oauthauthorization-server"”
}i’
"gelf": |{
"href": "https://api.cec.ro/cec/prod/psd29c/v
1/consents/d5efc274-5674-11£f0-b039-0a0800610000™
}i’
"status": {
"href": "https://api.cec.ro/cec/prod/psd29c/v
1/consents/d5efc274-5674-11£f0-b039-0a0800610000/status"
Ij

In structura de raspuns, se primeste identificatorul resursei de tip consent nou creata “consentld”,
precum si link-ul “scaOAuth” unde sunt furnizate metadatele serverului de autorizare Oauth 2.0 .

Aplicatia TPP trebuie sa redirecteze PSU catre pagina de autentificare a bancii, utilizand
endpointul de autorizare furnizat de link-ul scaOAuth.

<« c 25 httpsy//api.cec.rofcec/prod/cauth/.well-known/oauthautharization-server &
Sretty-print [

{"issuer”:"https://api.cec.ro”, "authorization_endpoint”: "https://api.cec.ro/cec/prod/oauthfoauth2/authorize”, "token_endpoint”:"https://api.cec.ro/cec/prod/oauth/cauth2/token", "response_types_supported”:™
[code,none]”, "response_modes_supported”:"[fragment, form_post]”, "grant_types_supported”: "[authorization_code]”,"id_token_signing alg values_supported”:"[RS256]","id_token_encryption_alg values supported”:"
[1","id_token_encryption_anc_values_supported”:"[]”,"poc”: "https: /fapi.cac.rofcac/”, "name”: "TpplauthCec”, "registration_endpoint”: "https://apiportal.cec.rofcec/prod/"}

Exemplul de formare a URL-ului pentru Redirect poate fi gasit in atributul “Location” al
headerului raspunsului operatiei POST /v1/consents:
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Location :

https://api.cec.ro/cec/prod/oauthcec/oauth2/authorize?

response_type=code
&scope=AlS:43a5ala0-a456-11ec-b4e2¢-00a0800270000
&redirect uri=https://example.com/redirect

&client 1d=28xxxxxxxxxxfe8a3

&code challenge=<code challenge value>

&code challenge method=<code challenge method>

Inainte de utilizare, link-ul din headerul “Location” trebuie completat de catre aplicatia TPP cu
valoarea parametrului code challenge (PKCE challenge according to cryptographic RFC 7636
- https://tools.ietf.org/html/rfc7636 used to prevent code injection attacks,

code challenge method="S256")

2.1.2 Autentificarea clientului in sistemul bancii

Aplicatia TPP-ului redirecteaza clientul la URL de autorizare format la pasul anterior , unde se
deschide fereastra de logare in platforma de autentificare.

Clientul se poate loga folosind numele de utilizator din aplicatia de Internet Banking-CEC
Online si codul generat de dispozitivul de generare coduri sau de aplicatia eToken.
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https://api.cec.ro/cec/prod/oauthcec/oauth2/authorize
https://tools.ietf.org/html/rfc7636

< C % api.cec.ro/cec/prod/oauth(ec/oauth2/authorize?responseitype:code&scopmd\ehLid‘_ﬂredirectﬁuri:http. i

CEC [{J Bank

CEC Bank - Authorization
Platform

User CEConline

Cod acces

Login

Introduceti Numele dvs de utilizator din aplicatia
CEConline si Codul de acces generat de dispozitivul de
autentificare.

2.1.3 Preluare acord client pentru consultare date conturi

Dupa logarea cu succes si identificarea clientului logat, apare fereastra de preluare acord pentru
accesarea conturilor de catre aplicatia TPP.

In functie de permisiunile acordate de catre client pentru fiecare cont de plati din lista, aplicatia
TPP-ului va putea vizualiza ibanurile conturilor si va avea acces la vizualizarea soldurilor,
respectiv a listei de tranzactii

<PUBLIC>



CEC [{J Bank

Solicitare acord accesare conturi

Bine a4 venit. testcecapl

Aplicatia APP_Documentatie SOLICITA parmisiunea G2 a 8ccesa contunie ovs. deschise la
CEC Bank cu scopu

AIS Vizusizare date contur

U Selecteaza / Deselectaaza tot

Conturi

T RO42CECEQVVIB9E00NT093544
% RO4OCECERTI29200NS883243

T RO12CECERTS2REUeb283138

ROO3CECERTIZRTSXVES35199
2 ROMCECEQWIIRBUeDAISTSET

Balante

T RO42CECEQWI892L0N2992544
9 RO4ICECERTIZ0200NEE83343

B RO12CECERTI2REUeD8283338

B ROOICECERTIRTSXVE535199
4 RO4SCECEQWIIRBUeLAISTS61

Tranzactil

B RO42CECEQWDBIEOONDID3544
¥4 RO4ICECERTI20200N5883343

% RO12CECERT92REUeDEES3IE

4 ROO3CECERTI2RTSXVE535199
€ RO4BCECEC\WIIRSUeba357561

Actionati [Peemit Acces!] daca suntet! de acord sau [Nu sunt 62 acord] daca nu suntet! de scord.

Apasand Permi Acces! vetl fi reciractat 1a acresa htps:iexample.comedirect

Daca se apasa “Nu sunt de acord!’ , la adresa de redirect a aplicatiei TPP se transmite
“error=acces_denied”

2.1.4 Generare cod acces pentru aplicatie

In urma permiterii accesului la conturi de catre client, la adresa de redirect furnizata de aplicatia
TPP, se transmite codul de acces pentru aplicatie (“code”).

& hitps Jexample comyredirect 'code = AAAMWE2ZhTMTwAPbobS80McUEEIndolUznplleimwekzBeowulnP 5 QD2 INCMngF_xuk9dtioW 3xZInedjnGLUFLCFUngR0DN
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2.1.5 Obtinere token de acces in vederea consultarii conturilor

Aplicatia TPP va furniza codul de acces de mai sus in schimbul unui token de access la resurse
(Bearer Token), prin apelarea metodei POST /oauth2/token de la URL-ul indicat in metadata
“token endpoint”, in scopul “AlIS:consentld” (acelasi scop continut in codul de acces furnizat la
pasul anterior)

Request body trebuie trimis in format x-www-form-urlencoded si trebuie sa contina parametrii de
mai jos (valorile exemplificate corespund parametrilor in/out ai operatiei de autorizare prezentata
in pasul anterior):

- grant_type=authorization code
- client 1d=28xxxxxxxxxxfe8a3

- code= AATAIW82ZhTM7wAPbo6580McU6E9In40JUznpUe8mwoKzB6owulnP5SQD2z9NC
Mngf xuk9dtl9W3xZIn64jnGLuFLCFUnq80DN3CaEGTxtkwES5{fp2117DuxPacZovpRCGplsj7
V{o9lqphLkdxPDVKL3j

- redirect_uri= https://example.com/redirect

- scope= AlS:43a5ala0-a456-11ec-b4e2¢c-00a0800270000
- code_verifier=ginfeftejiscu
curl --request POST \

--url https://api.cec.ro/cec/prod/oauthcec/oauth2/token \

--header 'accept: application/json' \

--header 'content-type: application/x-www-form-urlencoded' \

--header 'x-ibm-client-id: 28xxxxxxxxxxfe8a3\

--data 'grant_type=authorization code&client 1d=28xxxxxxxxxxfe8a3&code=
AATAIW82ZhTM7wAPbo6580McU6EIN40JUznpUe8mw6KzB6owuInP5QD2z9NCMngf xuk9
dtl9W3xZIn64jnGLUFLCFUnq80DN3CaEGTxfkwESfp2117DuxPacZovpRCGplsj7V{o9lqphLk
dxPDVKL3j&redirect uri= https://example.com/redirect&scope= AIS:a2308f60-76e3-11eb-
9881-0a06001a0000&code _verifier=ginfeftejiscu’'

200 OK

"token type": "bearer",
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https://example.com/redirect

"access token":
"AAIkM;jg2YjkINmYtZDQxMSO00OTMALTjMGUtYmI1ODE1YWZIOGEzIjPNvUaB8KlIeDg
PgFbjl7AANcFyG-HCnV-higPVI1o17kSDjRoCB7PSv8--
gKI1JuneC52uXWAgU7iE10A NYC6JITRYtYBi612DL88f4 uxormO0Bi6zBj611d1D3rtNI9u
TOdUAL2WHKSL5VjhJFQ",

"expires_in": 3595,
"consented on": 1614240924,
"scope": "AIS:43a5ala0-a456-11ec-b4e2¢c-00a0800270000",

"refresh_token": "AAJzZRQj3N2Wd-
3pb005516 19IS16ZL3Ut5n1w2gbh8YKS5vxjb86zMQcwILT29Dg-
4ZNHvcpBSr90uoemjU9LhUgkF0-dpHPTdShGuPJOwi6gCbfaxD3PSFu-
0TgKQzReCKxIOxPldguuuSM7Xquy4NudJ7LDVWRXIS2JBNpxtCGYQ",

"refresh token expires in": 2682000

In raspunsul operatiei POST /oauth2/token, se gaseste valoarea access token necesara apelurilor
API-urilor PSD2 API-AccountsC,i PSD2 API-ConsentC si operatiei POST /v1/funds-
confirmations din PSD2 API-PaymentsC. De asemenea, se precizeaza valoarea refresh _token, cu
o perioada de valabilitate corespunzatoare valabilitatii consentului (max.180 zile), care poate fi
utilizat pentru generarea unui nou acces_token fara implicarea PSU.

2.1.6 Obtinere refresh_token

Pentru a obtine un nou access_token valid in schimbul refresh_token-ului, se utilizeaza acceeasi
operatie POST /oauth2/token, dar cu grant_type=refresh token, ca in exemplul de mai jos.

curl --request POST \

--url https://api.cec.ro/cec/prod/oauthcec/oauth2/token \

--header 'accept: application/json' \

--header 'content-type: application/x-www-form-urlencoded' \

--header 'x-ibm-client-id: 28xxxxxxxxxxfe8a3\

--data 'grant_type=refresh token&client id=28xxxxxxxxxxfe8a3d&refresh token=
AAJzZRQj3N2Wd-3pb005516 19IS16ZL3Ut5Sn1w2gbh8YKS5vxjb86zMQcwILT29Dq-
4ZNHvcpBSr90uoemjUILhUgkF0-dpHPTdShGuPJOwi6gCbfaxD3PSFu-
0TgKQzReCKxIOxPldguuuSM7Xquy4NudJ7LDVWRXI52JBNpxtCGYQ
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2.1.7 Obtinerea datelor despre conturi

Se apeleaza operatia GET /v1/accounts din API-ul PSD2-AccountsC, transmitand in header:

Mn

"x-ibm-client-id" :"client id-ul generat la pasul de creare de aplicatie din api-ul de Inrolare
Dinamica"

"x-Request-ID" : "id de forma: 123e4567-e89b-12d3-a456-426655440000"

99, ¢

“Authorization”: “acces tokenul de tip Bearer obtinut la pasul anterior”,
“Consent-ID”: “valoarea consentld pentru vizualizare date conturi”,

“TPP-Signature-Certificate:’certificat EIDAS al TPP cu rol PSP_AI”

PSD2 API-AccountsC

Overview

CEtpccouns getAccountList
GET M/fd/accounts

GET Afaccounts/{account-id} Details Tryit

GET Mfd/accounts/{account-id}
Production, https:/apicec.rofcec/prod/psd29c/vifaccounts
GET Afaccounts/{account-id}/. GET Development:

GET M/d/accounts/{account-id...

GET A/accounts/[account-id}/t...

Security ~  Identification
GET Alfd/accounts/{account-id...
Copy client ID
GET A/accounts/[account-id}/t... APl Key
TestInrolareV10p - Credential for TestInrolareV...

GET AM/d/accounts/faccount-id...

GET A/card-accounts Only subscribed credentials are selectable.

GET Afcard-accounts/{accoun... API Secret

GET Mfcard-accounts/{accoun...

GET Afcard-accounts/{accoun...

Definitions

<PUBLIC>
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Parameters Header ~

Accept

X-Request-1D Generate

2209d600-ce02-53f6-9096-09f33973748¢

Consent-ID Generate
8B67797977268224
Digest Generate

Is contained if and only if the "Signature” element is contained in ..

Signature Generate

A signature of the request by the TPP on application level. This mi...

TPP-Signature-Certificate Generate

-----BEGIN CERTIFICATE----- X EXAMPLEX:Co o EXAMPLEXOOOL .

PSU-IP-Address Generate
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@ 2000K

Response
Body Headers
{
"accounts™: [
{
"resourceId": "25511978",
"iban": "RO42CECEAGOZ202RON0O00OT4E6",
"currency": "RON",
"product": "Cont curent - persoane fizice - LE
I"r
"cashAccountType": "CurrentAccount”,
"name™: "421642",
"balances": [
{
"balancefmount™: {
"currency": "RON",
"amount": 26.46
b o
"balanceType": "closingBooked",
"referenceDate": "2024-12-06"
}
]f
" links": {
"balances": |
"href": "/vl/accounts/25511978/balance
i
}l
"transactions": {
"href": "/vl/accounts/25511978/transac
tions"

a
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2.1.8 Obtinere detalii cont

PSD2 API-AccountsC

Overview

GET M/accounts readAccountDetails

GET N/dfaccounts

GET Al/accountsf{account... Details

GET M/d/accounts/{account-id}

Production, https://api.cec.ro/cec/prod/psd29civlfaccounts/{account-id}
GET N/accounts/{account-id)/. GET Development:
GET M/dfaccounts/{account-id...

GET Mlfaccounts/{account-id}/t...

Security ~  Identification
GET Mvl/dfaccounts/{account-id...
Copy client ID
GET Mlfaccounts/{account-id}/t... APl Key
GET M/d/faccounts/{account-id.. TestInrolareV10p - Credential for TestInrolareV... ~

GET M/card-accounts Only subscribed credentials are selectable.

GET Nfcard-accounts/{accoun... API Secret

GET Mvl/card-accounts/{accoun...

GET Mlfcard-accounts/{accoun...

Definitions

CEC @ Bank PRODUCTS v HOW IT WORKS CONTACT US ED @

Accept

X-Request-ID

8ad42a4c-abbb-54b5-a826-a184eeec797b

Generate
e

7097487540092928
Digest Generate

Is contained if and only if the "Signature" nent is contained in
Signature Generate

A signature of the request by the TPP on application level. This mi

TPP-Signature-Certificate Goncrate

-----BEGIN CERTIFICATE-----xXXEXAM PLEXXXXXXXXXEXAMPLEXXXXX...

PSU-IP-Address Generate

The forwarded IP Address header field con:

n

sists of the correspondi

PSU-IP-Port ot

The forwarded IP Port header field consists of the corresponding

<PUBLIC>
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PSU-Device-ID Generate

' <

UUID (Universally Unique Identifier) for a device, which is used by ...

PSU-Geo-Location Generate

The forwarded Geo Location of the corresponding http request b...

Path ~

account-id* Generate

6334995949908698

Query ~

withBalance

RESET SEND

<PUBLIC>



@ 2000K

Response
Body Headers
=
( O
"accounts"™: [
{
"resourceId": "25511978",
"iban": "RO42CECEAGO202RON0007466"™,
"currency": "RON",
"product": "Cont curent - perscane fizice - LE
",
"cashAccountType": "CurrentAccount”,
"name": "421642",
"balances": [
1
"balanceAmount"™: {
"currency": "RON",
"amount": 26.46
bo
"balanceType": "closingBooked",
"referenceDate™: "2024-12-06"
}
e
" links": {
"balances": {
"href": "/vl/accounts/25511978/balance
-
}I
"transactions": {
"href": "/vl/accounts/25511978/transac
tions"

Se apeleaza operatia GET /v1/accounts/{account-id} din API-ul PSD2-AccountsC astfel:

In header se trimit:

'

"x-ibm-client-id" :
Dinamica "

"client id-ul generat la pasul de creare de aplicatie din api-ul de Inrolare

"x-Request-ID" : "id de forma: 123e4567-e89b-12d3-a456-426655440000"
“Authorization”: “acces tokenul de tip Bearer obtinut la pasul anterior”,
“Consent-ID”: “valoarea consentld pentru vizualizare date conturi”,

“TPP-Signature-Certificate:’certificat EIDAS al TPP cu rol PSP_AI”

Parametrii:

<PUBLIC>



"account-id" : "Id-ul contului pentru care se cer detalii"

Response:

{

"accounts": [
{
"resourceld": "25511978",
"iban": "RO42CECEQW9898bON9993644",
"currency": "RON",
"product": "Cont curent - persoane fizice - LEI",
"cashAccountType": "CurrentAccount",
"name": "421642",
"balances": [
{
"balanceAmount": {
"currency": "RON",
"amount": 320.02

}

alanceType": "closingBooked",
"referenceDate": "2022-03-16"

}
I,

" links": {
"balances": {
"href": "/v1/accounts/25511978/balances"
¥

"transactions": {
"href": "/v1/accounts/25511978/transactions"

<PUBLIC>



2.1.9 Obtinere balanta cont

PSD2 API-AccountsC

Overview

GET Alfaccounts getBaIanCGS

GET AM/dfaccounts

GET Al/accounts/{account-id} Details

GET vl/d/accounts/{account-id}
Production, https:/fapicec.ro/cec/prod/psd29c/ivlfaccounts/[account-id}/balanc
GET M/accountsf{account... GET Developmentes

GET A/d/accountsf{account-id

GET Mlfaccounts/{account-id}/t..

Security ~ Identification
GET AM/d/accounts/{account-id...
Copy client ID
GET M/faccounts/{account-id}/t.. API Key
TestInrolareV10p - Credential for TestInrolareV...

GET Al/d/accounts/{account-id...

GET Avl/card-accounts Only subscribed credentials are selectable.

GET Al/card-accounts/{accoun.. API Secret

GET fvl/card-accounts/{accoun

GET fvl/card-accounts/{accoun

Definitions

<PUBLIC>
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Parameters Headsr ~

Accept

X-Request-ID Generate

CcB5c4804-978e-522e-8f58-a76ecQ74efa4

Consent-ID T

6420072971108352
Digest Generate
Is contained if and only if the “Signature” element is contained in

A signature of the request by the TPP on application level. This mi...

TPP-Signature-Certificate Generate

-—-——-BECIN CERTIFICATE-—--- 3o E XA M P LE X000 EXAM P LEExoGoo

PSU-IP-Address Generate

CEC (B Bank PRODUCTS v HOW IT WORKS CONTACT US EN

6

PSU-Device-ID Generate

l (

UUID (Universally Unique Identifier) for a device, which is used by

PSU-Geo-Location Generate

The forwarded Geo Location of the corresponding http request b..

Path ~

account-id* Generate

5102600656365155

RESET

W
m
=
=]
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Response
Body Headers
{

"account": {
"iban": "RO42CECEAGO202RON0007466",
"currency": "RON"

}I

"balances": [

{

"balanceAmount™: {

"currency": "RON",
"amount": "26.46"
By
"balanceType": "closingBooked",
"referenceDate": "2024-12-06"

Se apeleaza operatia GET /v1/accounts/{account-id}/balances din API-ul PSD2-
AccountsC astfel:

In header se trimit:

"x-ibm-client-id" :"client id-ul generat de aplicatia creata pe portal"
"x-Request-ID" : "id de forma: 123e4567-e89b-12d3-a456-426655440000"
“Authorization”: “acces tokenul de tip Bearer obtinut la pasul anterior”,
“Consent-ID”: “valoarea consentld pentru vizualizare date conturi”,
“TPP-Signature-Certificate:”certificat EIDAS al TPP cu rol PSP_AI”

Parametrii:

"account-id" : "Id-ul contului pentru care se cer detalii"

<PUBLIC>



Response:

{

"account": {
"iban": "RO42CECEQW9898bON9993644",
"currency": "RON"

§s

"balances": [

{

"balanceAmount": {
"currency": "RON",
"amount": "320.02"

}

"balanceType": "closingBooked",
"referenceDate": "2022-03-16"

2.1.10 Obtinere lista tranzactii pe cont

PSD2 API-AccountsC

Overview

CE ccounis getTransactionList

GET Alfd/accounts

GET Afaccounts/{account-id} Details

GET A/d/accounts/{account-id}
Production, https:/fapi.cec.rofcec/prod/psd29c/vl/accounts/{account-id}/transa
GET Afaccounts/{account-id}/. GET Developmentxctions

GET M/d/accounts/{account-id

GET Al/accounts/{account...

Security ~  Identification
GET A/d/accounts/[account-id...
Copy client ID
GET Alfaccounts/{account-id}/t. APl Key
TestInrolareV10p - Credential for TestInrolareV... ~

GET M/d/accounts/{account-id

GET A/card-accounts Only subscribed credentials are selectable.

GET Afcard-accounts/{accoun.. API Secret

GET Mfcard-accounts/{accoun

GET AMfcard-accounts/{accoun

Definitions

<PUBLIC>
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Parameters Header ~

Accept

X-Request-ID Generate

cB5c4804-2978e-522e-8f58-a76ec074ef44

Consent-ID Generate

6420072971108352

Digest Generate

Is contained if and only if the "Signature" element is contained in

Signature Generate

A signature of the request by the TPP on application level. This mi..

TPP-Signature-Certificate Generate

-—-——-BECGIN CERTIFICATE-—--- 30 B A M PLE X OO0 EXAM P LEEXOOOEK .

PSU-IP-Address Generate

‘ :EC Bank PRODUCTS v HOW IT WORKS CONTACT US EN - e

The forwarded Geo Location of the corresponding http request b...

q

Path ~
account-id”

Generate

5610580470623499

Query -~
bookingStatus®

booked

dateFrom

07/08/2024

dateTo

07/10/2024

entryReferenceFrom Generate

<
|| el @ ||

jesdearfumunef

deltalist

withBalance

true ~
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Response
Body Headers
=
( O
"account": {
"iban": "RO42CECEAGOZ02RON0007466"
Ir
"transactions": {
"booked": [
{
"transactionId": "1566614557",
"creditorName": "",
"creditorAccount": {
"ipban": ""
i s
"transactionhmount™: {
"currency": "RON",
"amount™: -102.59
i s
"bookingDate": "2024-12-06",
"valueDate™: "2024-12-08",
"remittanceInformationUnstructured”: "Capi

talizare dobanda-Achitare dobanda neta la scadenta din con
t curent pentru contractul nr 207493400"

B

{

"transactionId": "1566614556",
"creditorName": "",
"creditorAccount": {

n iban" : mn

i

Se apeleaza operatia GET /v1/accounts/{account-id}/transactions din API-ul PSD2-
AccountsC astfel:

In header se trimit:

"x-ibm-client-id" :"client id-ul generat de aplicatia creata pe portal"
"x-Request-ID" : "id de forma: 123e4567-e89b-12d3-a456-426655440000"
“Authorization”: “acces tokenul de tip Bearer obtinut la pasul anterior”,
“Consent-ID”: “valoarea consentld pentru vizualizare date conturi”,

“TPP-Signature-Certificate: certificat EIDAS al TPP cu rol PSP_AI”

Parametrii:

<PUBLIC>



"bookingStatus" : poate fi: "booked", "pending", "both"
"dateFrom": "data inceput ieterval cautare tranzactii"
"dateTo": "data sfarsit ieterval cautare tranzactii"

"account-id" : "Id-ul contului pentru care se cer detalii"

Raspuns:
{
"account": {
"iban": "RO42CECEQW9898bON9993644"
¥
"transactions": {
"booked": [
{

"transactionld": "1174425360",

"creditorAccount": {},

"transactionAmount": {
"currency": "RON",
"amount": -19.8

¥

"bookingDate": "2021-10-10",

"valueDate": "2021-10-10",

"remittancelnformationUnstructured": "Sqpytqlyzqru torqntq-

Qsxytqru torqntq nutq 1q ssqtuntq tyn sont surunt puntru sontrqstul nr 8§94414336"

5

{
"transactionld": "1174425359",

"creditorAccount": {},
"transactionAmount": {
"currency": "RON",
"amount": -2.2
}s
"bookingDate": "2021-10-10",
"valueDate": "2021-10-10",
"remittancelnformationUnstructured": "Plqtq ympozyt-
Plqtq ympozyt 1q ssqtuntq tyn sont surunt puntru sontrqstul nr 894414336"

s

{
"transactionld": "1174425358",

"debtorAccount": {},

<PUBLIC>



"transactionAmount": {
"currency": "RON",
"amount": 22

s

"bookingDate": "2021-10-10",

"valueDate": "2021-10-10",
"remittancelnformationUnstructured": "Sqpytqlyzqru torgntq-
Sqpytqlyzqru torqntq rrutq lq ssqtuntq yn sont surunt puntru sontrqstul nr 894414336"

i
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2.1.11 Obtinere detalii tranzactie

PSD2 API-AccountsC

Overview
GET fvl/accounts H H

getTransactionDetal Is
GET A/dfaccounts
GET Alfaccounts/{account-id} Details Try it
GET Al/dfaccounts/{account-id}

Production, https/fapicec.rofcec/prod/psd29civlfaccounts/{account-id}/transa

GET fvlfaccounts/{account-id)/. GET Development:ctions/{resourceld}

GET Avl/d/accountsf{account-id...

GET fvl/accounts/{account-idy/t..

Security ~  Identification
GET Al/dfaccounts/[account-id...
Copy client ID
GET M/accounts/{account... API Key
TestInrolareV10p - Credential for TestInrolareV...

GET fvl/d/accounts/{account-id...

GET fvl/card-accounts Only subscribed credentials are selectable.

GET Alfcard-accounts/{accoun.. API Secret

GET Al/fcard-accounts/{accoun...

GET Alfcard-accountsf{accoun...

Definitions

CEC EB Bank PRODUCTS v HOW IT WORKS CONTACT US [iEN ;| @

Parameters Header ~

Accept

X-Request-TD Generate

c85c4804-278e-522e-8f58-a76ecO74efaq

Consent-ID Generate

€420072971108352
Digest Generate
s contained if and only if the "Signature” element is contained in

A signature of the request by the TPP on application level. This mi...

TPP-Signature-Certificate P

-——--BEGIN CERTIFICATE-—--- 3030 E XA M P LE33000x 0000 E XA M P LEXOoeK...

PSU-TP-Address Generate
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The forwarded Geo Location of the corresponding http request b...

Path ~

account-id* Generate

4903051341521048

resourceld” Generate

6466182968246272

RESET SEND

© 200 0K
Response
Body Headers
-
( O
"transactions™: {
"booked": [
{
"transactionId": "1444173462",
"creditorName": "",
"creditorAccount™: |
"ipan": ""
}I
"transactlonhmount"™: {
"currency": "RON",
"amount™: -271.46
i s
"bookingDate": "2023-10-11",
"valueDate™: "2023-10-11",
"remittanceInformationUnstructured”": "Capi

talizare dobanda-Achitare dobanda neta la scadenta din con
t curent pentru contractul nr 209304160"
h

}l’
"account"™: {
"ipban": "RO42CECEAGO202RON00D07466"
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Se apeleaza operatia GET /v1/accounts/{account-id}/transactions/{resourceld} din API-ul
PSD2-AccountsC astfel:

In header se trimit:

"x-ibm-client-id" :"client id-ul generat de aplicatia creata pe portal"
"x-Request-ID" : "id de forma: 123e4567-e89b-12d3-a456-426655440000"
“Authorization”: “acces tokenul de tip Bearer obtinut la pasul anterior”,
“Consent-ID”: “valoarea consentld pentru vizualizare date conturi”,
“TPP-Signature-Certificate:”certificat EIDAS al TPP cu rol PSP_AI”
Parametrii:

"account-id" : "Id-ul contului pentru care se cer detalii"

"resourceld": "Id-ul tranzactiei"

Response:
{
"transactions": {
"booked": [
{

"transactionld": "1174425360",
"creditorAccount": {},
"transactionAmount": {
"currency": "RON",
"amount": -19.8
s
"bookingDate": "2021-10-10",
"valueDate": "2021-10-10",
"remittancelnformationUnstructured": "Sqpytqlyzqru torqntq-
Qsxytqru torgntq nutq lq ssqtuntq tyn sont surunt puntru sontrgstul nr 894414336"

5
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"debtorName": "",
"debtorAccount": {

Hiban": nn
¥
"transactionAmount": {}
§
]
s
"account": {
"iban": "RO42CECEQW9898bON9993644"
}

}

2.2 Initierea si autorizarea platilor utilizand operatiile serviciului PSD2
API-PaymentsC

Serviciul PSD2 API-PaymentsC poate fi utilizat de TPP cu rol PISP (certificat EIDAS care
include rolul PSP_PI) pentru a initia plati in numele unui client.

Se presupune ca datele despre contul debitor implicat in tranzactie au fost obtinute anterior, de
obicei prin utilizarea operatiei GET /v1/accounts din serviciul PSD2 API-AccountsC.

Diagrama fluxului de initiere/procesare plata este prezentata in figura de mai jos:
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PSU PISP TPP CEC Bank

Initiates payment request _ Lk
> POST/ payment initiation request

< Response’ paymentlD and staRedirect=url 10 CEC Bank U
Redirects PSUto CEC Bank Ul
= R
‘ Executes PSU SCA _
CEC Bank Ui
| o Redirects back to PISP TPP
I H GET/ Payment status request -
" Information about payment L Payment status responce —

PSU PISP TPP CEC Bank

In flux se disting urmatorii pasi:

1. Clientul (PSU) solicita initierea platii in aplicatia TPP. Aplicatia TPP-ului utilizeaza
operatia POST /v1/{payment-service}/{payment-product} pentru a transmite catre
Banca datele platii solicitate de client.

2. Serviciul Bancii verifica corectitudinea datelor si memoreaza datele platii, in raspunsul

returnat aplicatiei TPP fiind precizat identificatorul platii si link-ul scaOAuth (utilizat

pentru determinarea URL-ului interfetei expuse de banca pentru autorizarea platii).

Aplicatia TPP redirecteaza clientul catre interfata de autorizare expusa de banca.

4. Ininterfata CEC Bank Authorization Server, clientul este autentificat in sistemul bancii
in baza credentialelor de logare in aplicatia Internet Banking-CEC Online.

[98)
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5. Dupa autentificarea reusita clientul isi da acordul pentru procesarea platii sau o poate
rejecta.

6. Clientul este redirectat catre aplicatia TPP. Daca plata a fost autorizata de catre client,
la adresa de redirect a aplicatiei TPP se trimite un cod care poate fi utilizat de aplicatia
TPP pentru obtinere token de accesare a starii/datelor platii.

7. Aplicatia TPP obtine token pentru accesarea datelor si starii platii. Pentru verificare
stare plata se foloseste operatia GET /v1/{payment-service}/{payment-
product}/{paymentld}/status.

8. Serviciul bancii returneaza starea platii catre aplicatia TPP, care o afiseaza clientului.

Exemplificare flux:
2.2.1 Operatia POST

/v1/{payment-service}/{payment-product} se poate utiliza cu valorile payment-
service=payments si payment-product=sepa-credit-transfer , iar datele platii se trimit in format
JSON. Este obligatorie transmiterea parametrilor TPP-Redirect-URI, X-IBM-Client-1d , X-
Request-ID si TPP-Signature-Certificate in header-ul solicitarii.

In flux parametrul debtorAccount este optional. Se poate alege optiunea de a se introduce in
body-ul de request sau se poate selecta in pagina de autorizare daca nu este trimis in body.

PSD2 API-PaymentsC

Overview

POST M /{payment-servic... initiatepayment
GET Af{payment-service}/{pay..
DELETE Mf{payment-servicel/ Details Tryit

GET AM/d/{payment-service}/{p...

Production, https:/fapi.cec.rofcec/prod/psd29p/ivl/{payment-servicel/{payment-
DELETE M/d/{payment-service... POST Developmentproduct}
GET Af{payment-servicel/{pay..

GET AM/d/{payment-service}/{p...

Security ~  Identification
POST AM/{payment-servicel/{p...
GET AMf{payment-service}l/{pay.. APl Key e
GET AM/{payment-service}/{pay. TestInrolareV10p - Credential for TestInrolareV...
PUT fvl/{payment-servicel/(pay... Only subscribed credentials are selectable.
POST A/{payment-service}/[p...
GET Af{payment-servicel/{pay..
GET AMf{payment-service}l/{pay..
Parameters ~  Header

PUT f/{payment-servicel/{pay..
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® Definitions

Content-Type

application/json

X-Request-1D Generate

c5271314-0f22-5fe4-89fd-9f6c2efb23dd

PSU-IP-Address Generate

251172186118

Digest Generate

' ' ' (

Is contained if and only if the "Signature” element is contained in ...

Signature Generate

A signature of the request by the TPP on application level. This mi...

TPP-Signature-Certificate Generate

-----BEGIN CERTIFICATE-----xxX EXAMPLEXXXXXX XXX EXAMPLEXXXXX...

PSU-ID Generate

Client ID of the PSU in the ASPSP client interface. Might be mand...

CEC (B Bank PRODUCTS v HOW IT WORKS CONTACT US Q

Path ~
payment-service®

payments v

payment-product”

sepa-credit-tran ~

Body ~

body Generate

generated

{
jinstiiclodamannigl
“eurrency”: "RON",

“amount”: "3.50"
1

RESET SEND
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© 201 Created
Response

Body Headers

"transaction8tatus™: "RCVD",
"paymentId™: "fa%2baca-572b-11f0-b868-0a0800610000",
" links"™: {
"scaOBRuth": {
"href": "https://api.cec.ro/cec/prod/oauth/.we
1l1-known/oauthauthorization-server™
}-l'
"gelf": {
"href": "vl/payments/sepa-credit-transfers/fafd
2baca-572b-11f0-b8&8-0a0800610000"™
}l’
"status": {
"href": "wl/payments/sepa-credit-transfers/fa?%
2baca-572b-11f0-b868-0a0800610000/status"”

I

In raspuns se indica starea “RCVD” (tranzactie inregistrata in vederea autorizarii), referinta

platii-paymentld, precum si linkul scaOAuth care trebuie utilizat pentru determinarea endpoint

de autorizare plata, pe baza metadatelor serverului de autorizare Oauth 2.0.

2.2.2 Aplicatia TPP trebuie sa redirecteze PSU catre pagina de autentificare a

bancii
utilizand endpointul de autorizare furnizat de link-ul scaOAuth.

€« C | % hitpsy/apicecro/cec/prod/oauth/well-known/oauthauthorization-server

2petty-print [

&

{"issuer":"https:/fapi.cec.ro”,"authorization endpoint™:"https://api.cec.rofcec/prod/oauth/oauth2/authorize”, "token_endpoint”:"https://api.cec.ro/cec/prod/oauth/oauth2/token”, "response_types_supported™:"

[code,none]”, "response_modes_supported”:"[fragment,form_post]"”,"grant_types_supported”:"[authorization_code]™,"id_token_signing_alg_values_supported”:"[RS256]","id_token_encryption_alg_values_supported™:"

[1","id_token_encryption_enc_values_supported”:"[]","poc”: "https://api.cec.ro/cec/", "name": "TpplauthCec”, "registration_endpoint”: "https://apiportal.cec.ro/cec/prod/"}
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Exemplul de formare a URL-ului pentru Redirect poate fi gasit in atributul “Location” al
headerului raspunsului operatiei POST /v1/{payment-service}/{payment-product}:

Location :

https://api.cec.ro/cec/prod/oauthcec/oauth2/authorize?

response_type=code
&scope=PIS:5d935a04-7756-11eb-a217-0a06001a0000
&redirect uri=https://example.com/redirect

&client 1d=286xxxxxxxxxxxxxxxxxfe8a3

&code challenge=<code challenge value>
2.2.3 Aplicatia TPP redirecteaza clientul catre URL-ul format la pct.2.2.2

unde se deschide ecranul de autentificare client in sistemul bancii. Clientul este autentificat de
banca in baza userului definit in aplicatia de Internet Banking-CECOnline si a codului de acces
generat de dispozitivul fizic pe care-1 detine sau de aplicatia eToken instalata pe telefonul mobil

<« C 25  api.cecro/cec/prod/oauthcec/oauth2/authorize?response_type= code&scopmd ient_id _redi rect_uri=http...

CEC [{J Bank

CEC Bank - Authorization
Platform

User CEConline

Cod acces

Log in

Introduceti Numele dvs de utilizator din aplicatia
CEConline si Codul de acces generat de dispozitivul de
autentificare
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2.2.4 Daca se autentifica cu succes, clientul poate vizualiza datele platii
initiate din aplicatia TPP.

In cazul in care s-a transmis ibanul in parametrul <debtorAccount> acesta este afisat in zona
<Iban Cont Platitor>.(vezi figura de mai jos)

CEC [{J Bank

Confirmare Plata din cont deschis la CEC Bank
initiata din aplicatia "AppTestTpp1"

Pentru a confirma plata cu datele de mai jos actionati "Confirm plata!".

Identificator plata 5d935a04-7756-11eb-a2f7-0a06001a0000
Suma de plata 100.00 RON

Iban Cont platitor RO42CECEQW9898bON9993644
Denumire Beneficiar | Creditor Name

Iban Cont beneficiar ROS51RZBR7531710377217771433
Detalii plata test description

- Confirm plata!

Puteti autoriza plata numai daca sunteti utilizator al serviciului Internet Banking-
CECOnline

In cazul in care nu s-a completat la initierea platii parametrul <debtorAccount> in fereastra de
autorizare se poate selecta dintr-o lista.Lista se completeaza cu toate iban-urile din care se poate
efectua plata.(vezi figura de mai jos)
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CEC [{J Bank

Confirmare Plata din cont deschis la CEC Bank
initiata din aplicatia "Sandbox dev"

Pentru a confirma plata cu datele de mai jos actonal "Confirm platal™

Identificator plata 431fb6b2-€059-11ee-9b61-0a1200740000
Suma de plata 3.50 RON

Iban Cont platitor | RO42CECEQWI898bONTISII644 v |

TS RO42CECEQWIB98bONII3644  —
Denumire Beneficiar | 'RO49CECER7929200NE883343

Iban Cont beneficiar | DE02100100109307 118603
Detalii plata Ref Number Merchant

| =etuz platal | Confirm plata!

tet] utikzator al s

Poate autoriza plata prin actionarea butonului “Confirm plata!” sau o poate anula prin actionarea
butonului “Refuz plata!”

2.2.5 Daca plata a fost autorizata de catre client, la adresa de redirect a
aplicatiei TPP se trimite un cod care poate fi utilizat de aplicatia TPP
pentru obtinere token de accesare a starii platii.

a4 i hitpsy/fexample.com/redirect?code - AAKhmegBTtkkADrY-0oq-fA1GGehIASKTsabVdBDyTIO2wIg COgtXOIOWI0uELXAm-bleegYs-gFmyGZu3e TGCARD

2.2.6 Aplicatia TPP va furniza codul de acces de mai sus in schimbul unui
token de access la datele platii (Bearer Token)

prin apelarea metodei POST /oauth2/token de la URL-ul indicat in metadata “token_endpoint”,
in scopul “PIS:paymentld” (acelasi scop continut in codul de acces furnizat la pasul anterior)
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Request body trebuie trimis in format x-www-form-urlencoded si trebuie sa contina parametrii de
mai jos (valorile exemplificate corespund parametrilor in/out ai operatiei de autorizare prezentata
in pasul anterior):

- grant_type=authorization code
- client 1d=28xxxxxxxxxxfe8a3

- code= AAKhmcq8TtkkADrV-Oog-
fA1GGehJASxTsabVdBDyTiO2wJgCOgtXOIQW0u6UX4m-b2eegY S-
gFmyGZu3eTGC4R0QGZIs6fLVI2X1rKjsgllqwE9gd6cF5YxsxgLqWyCoU8sg MhhedaRianFH
hD6JPF

- redirect_uri= https://example.com/redirect

- scope= PIS:5d935a04-7756-11eb-a2{7-0a06001a0000
- code_ verifier=ginfeftejiscu

200 OK

{ "token_type": "bearer",

"access_token":

"AAIkMjg2YjkINmYtZDQxMSO000TM4LTjMGUtYmI1ODE1Y WZIOGEzckcP8z5nf6w2H6
KjCNXCtdGSONM3-

wBIlrrZclokSrgUMFmHWWeJL7jJ6V6TyF4IPrDJ5j7bYt LBiRxZW_YkFIoN2qnImHIqEjFFb
Epy2PxFpCn5RrgruyLBdc8r5-0vnAB5q2ThhRWQzw8LIXIKw",

"expires_in": 3595,
"consented on": 1614253740,
scope": "PIS:5d935a04-7756-11eb-a2f7-0a06001a0000",

"refresh _token": "AAJE8ZA8occts50iHN6IMOYwlwLaTkXDVv9j01xyNDe3JMRVXMOd8e-
QOWfu0Q5TOLvDa5OW_4UqiMrhLSDa79xiwl-
TkplVeT a57AclheDIftRzZR1eDWJYoHan34yutNrXMU7KY3XMe rItRIQXSEzbs98FiMc jUS
AIKIZPXGQw",

"refresh_token expires in": 2682000
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In raspunsul operatiei POST /oauth2/token, se gaseste valoarea access token necesara apelurilor
celorlalte operatii din API-ul PSD2 API-PaymentsC. De asemenea, se precizeaza

valoarea refresh_token, cu o perioada de valabilitate corespunzatoare valabilitatii

consentului (max.90 zile), care poate fi utilizat pentru generarea unui nou acces_token fara
implicarea PSU.

Pentru a obtine un nou access_token valid in schimbul refresh token-ului, se utilizeaza acceeasi
operatie POST /oauth2/token, dar cu grant_type=refresh_token si completarea obligatory a
parametrilor client id si refresh token, ca in exemplul de mai jos.

curl --request POST \

--url https://api.cec.ro/cec/prod/oauthcec/oauth2/token \

--header 'accept: application/json' \

--header 'content-type: application/x-www-form-urlencoded' \

--header 'x-ibm-client-id: 28xxxxxxxxxxfe8a3\

--data 'grant_type=refresh token&client id=28xxxxxxxxxxfe8a3&refresh token
AAJE8ZABoccfs5SoiHN6ImOYwlwLaTkXDVv9jO1xyNDe3JIMRVXMOdS8e-
QOWfu0Q5TOLvDa5SOW_4UqiMrhLSDa79xiwl-

TkplVeT a57AclheDIftRzZR1eDWJYoHan34yutNrXMU7KY3XMe rItRIQXSEzbs98FiMc jUS
AIKIZPXGQw

2.2.7 Statusul platii

Se obtine cu operatia GET /v1/{payment-service}/{payment-product}/{paymentld}/status . In
parametrul Authorization din header se introduce valoarea access_token obtinuta la pasul 7.
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PSD2 API-PaymentsC

Overview

POSTApayment-servicel/ip.. getPaymentinitiationStatus

GET AMf[payment-service}/[pay..

DELETE Al/{payment-service)/. Details

GET AM/df{payment-service}/[p...
Production, https:/fapicec.rofcec/prod/psd29pil/{payment-service}l/[payment-
DELETE Avl/d/{payment-service... GET Developmentiproduct}/{paymentld}/status

GET M/{payment-service}...

GET AM/df{payment-service}/[p...
Security oauth o

POST Mf{payment-servicel/{p...

GET Avl/{payment-service}/[pay. ~  Identification

GET Nlf{payment-servicel/{pay.. C lient ID
opy clien

API Key
PUT Al/{payment-service}/{pay..

TestInrolarevi0p - Credential for TestInrolarev... v
POST W/{payment-servicel/{p...

Only subscribed credentials are selectable.
GET Mf[payment-service}/[pay.

GET Nl/[payment-servicel/{pay.. API Secret

PUT Al/{payment-servicel/{pay..

CEC (B Bank PRODUCTS v HOW IT WORKS CONTACT US t/EN—_) @

Parameters Header ~

Accept

Content-Type

X-Request-ID Generate

82ccc8d7-92f1-58dd-9e6e-57d22f332a02

Digest Generate

= contained if and only if the "Signature” element is contained in

Signature Generate

A signature of the request by the TPP on application level. This mi..

TPP-Signature-Certificate Generate

-----BEGIN CERTIFICATE----- 20X EXAM PLEX 00 EXAM P LE XXX XX....

PSU-IP-Address P rp—

3812210438

PSU-IP-Port

Generate
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n k S

The forwarded Geo Location of the corresponding http request b..

Path ~
payment-service”

payments

payment-product®

sepa-credit-tran

paymentId® Generate

4895873435697152

~
~
RESET SEND

© 200 0K
Response

Body Headers

"transactionStatus": "ACCP"

Statusul platii poate fi (ISO 20022):

'RCVD': 'Received' - Payment initiation has been received by the receiving agent (status inainte
de autorizare plata de catre client)

'ACCP'": 'AcceptedCustomerProfile' - Preceding check of technical validation was successful.
Customer profile check was also successful(status plata dupa autorizare de catre client).
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'ACTC'": 'AcceptedTechnical Validation' - Authentication and syntactical and semantical
validation are successful(plata verificata tehnic).

'ACSP": 'AcceptedSettlementInProcess' - All preceding checks such as technical validation and
customer profile were successful and therefore the payment initiation has been accepted for
execution (plata in curs de executie)

'ACSC'": 'AcceptedSettlementCompleted' - Settlement on the debtor’s account has been
completed (suma de plata a fost debitata din contul platitorului)

'ACCC'": 'AcceptedSettlementCompleted' - Settlement on the creditor's account has been
completed (suma platita a fost inregistrata in contul creditorului)

'RICT": 'Rejected' - Payment initiation or individual transaction included in the payment
initiation has been rejected.(plata neautorizata de catre client)

'CANC': 'Cancelled'-Payment initiation has been cancelled before execution(plata refuzata de
catre banca din motive diverse: lipsa disponibil, restrictiit AML/Embargo, etc).

2.3 Serviciul de confirmare de fonduri —functionalitatea PIIS

Operatia care poate fi utilizata pentru confirmarea existentei unei sume in cont
este POST /v1/funds-confirmations si este dezvoltata in API-ul PSD2 API-PaymentsC.

La apelul acestei operatii se solicita token de acces de tip bearer valabil pentru scopul
“AlS:consentid”, unde identificatorul de acord (consentid) identifica un consent valid, dat de
client pentru consultarea soldului respectivului cont.
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PSD2 API-PaymentsC

Overview

PosTilipsimerntsaricalie checkAvailabilityOfFunds

GET M/{payment-servicel/{pay.

DELETE Mv/[payment-service}/. Details

GET f/d/{payment-servicel/[p...

Production, https:/fapi.cec.ro/cec/prod/psd29pfivi/funds-confirmations
DELETE Al/d/{payment-service.. POST Development:
GET NM/{payment-servicel/[pay...

GET A/d/{payment-servicel/{p...

Parameters ~ Header
POST Nlf{payment-servicel/{p...
Accept
GET NM/{payment-servicel/[pay...
GET N/{payment-service}/{pay.
PUT A/{payment-servicel/{pay... Content-Type

POST NIf{payment-servicel/{p...

GET AMf{payment-service}/{pay.

X-Request-ID*
Cetipmymentserice) sy )

PUT Al/{payment-servicel/{pay..

1D of the request, unique to the call, a

CEC Bank PRODUCTS v HOW IT WORKS CONTACT US (/ETDI @

s contained if and only if the "Signature” element is contained in

Signature Generate

A signature of the request by the TPP on application level. This mi..

TPP-Signature-Certificate Generate

-----BEGIN CERTIFICATE-----; MK EXA M PLE)R X EXA M P LEX XXX X....

Sody ~
bOdv*
generated

“"cardNumber": "6376843640995840",
"account": {
‘iban”: "FR7612345987650123456782014",
‘hhant "RADCIIRARRIF RAGRTR

RESET SEND
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Daca tokenul de acces nu corespunde scopului sau a expirat sau resursa de tip consent nu include
contul pentru care se solicita confirmarea, se returneaza codurile de eroare 401
(UNAUTHORIZED), respectiv 403 (FORBIDDEN).

2.4 Initierea si autorizarea platilor bulk utilizand operatiile serviciului
PSD2 API-PaymentsC

In flux se disting urmatorii pasi:

2.4.1 Clientul (PSU) solicita initierea platii in aplicatia TPP.

Aplicatia TPP-ului utilizeaza operatia POST https://apicec.ro/prod/psd29p/v1/bulk-
payments/sepa-credit-transfer pentru a transmite catre Banca datele platii solicitate de client.

In imaginea de mai jos este prezentat un exemplu de apel utilizand POSTMAN precum si body-
ul utilizat:

https://api.cec.ro/cec/prod/psd29p/vi/bulk-payments/sepa-credit-transfers

Authorization Hea 4) Body Scripts

form-data x-www-form-urlencoded ® raw binary GraphQL

"payments™:
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2.4.2 Serviciul Bancii verifica corectitudinea datelor si memoreaza datele
platii

In raspunsul returnat aplicatiei TPP fiind precizat identificatorul platii si link-ul scaOAuth
(utilizat pentru determinarea URL-ului interfetei expuse de banca pentru autorizarea platii).

In figura de mai jos se regaseste un exemplu de response la initierea platii daca se utilizeaza
developer portalul https://apiportal.cec.ro/cec/prod

Ruby Python PHP Java Node Go Swift | Subscribe

: application/json
it 37198f4566052d642:565950
t: name=rate-limit, 100;

: name=rate-limit,98;

“transactionld™:
“paymentIdBulk”:
“transactionStatus”:
“creationDateTime":
“paymentaResponse™: [
{
“requestid”:
“response”: {
"result”: {
“transactionStatus™:

“paymentld”:

“requestId”:
"response”: {
“result”: {
“transactionStatus™:

“paymentld”:

2.4.3 Aplicatia TPP redirecteaza clientul catre interfata de autorizare expusa
de banca

care este aceeasi ca la o plata singulara. In interfata CEC Bank Authorization Server, clientul
este autentificat in sistemul bancii in baza credentialelor de logare in aplicatia Internet Banking-
CEC Online.
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2.4.4 Dupa autentificarea reusita clientul isi da acordul pentru procesarea
platii bulk sau o poate rejecta.

CEC [{J Bank

Confirmare Plata din cont deschis la CEC Bank
initiata din aplicatia

Iban Platitor If

RO30CECEBO002003765290100 vk‘l

Pentru a confirma plata cu datele de mai jos actionati "Confirm platal”

Denumire _
Beneficiar Iban Beneficar Detalii Plata
test plata
1.00 T FpEsel RO59RMNCB0857169988050001 | bulk cont
RON 10
BCR
test plata
%,g?q lﬂn Hiieac ROB82RZBR0O000060023923579 | bulk cont
Raiffeisen

_ Confirm plata!

Puteti autoriza plata numai daca sunteti utilizator al serviciului Internet Banking-

CECOnline.

2.4.5 Clientul este redirectat catre aplicatia TPP.

Daca plata bulk a fost autorizata de catre client, la adresa de redirect a aplicatiei TPP se trimite
un cod care poate fi utilizat de aplicatia TPP pentru obtinere token de accesare a starii/datelor

platii.
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2.4.6 Aplicatia TPP obtine token pentru accesarea datelor si starii platii bulk.

Pentru verificare stare plata bulk se foloseste operatia
GET https://api.cec.ro/cec/prod/psd29p/vl/d/{payment-service}/{payment-
product}/{paymentld}

Serviciul bancii returneaza starea platii bulk catre aplicatia TPP, care o afiseaza clientului.(vezi
figurile de mai jos)

In figura de mai jos se observa ca plata bulk are statusul "ACCP".

application/json
on-id: 37198f4566852e981e69bT91
: name=rate-limit,188;

maining: name=rate-limit,93;

"transactionId™:
"paymentIdBulk™:
"transactionStatus™:
"creationDateTime" :
“debtorAccount™: {
"iban":
b
“paymentsResponse”:
{
"requestId”:
"response”: {
"result™: {
"transactionStatus™:
"paymentId”:
"creditorAccount™: {
"iban":
I
"creditoriame™ :
"instructedAmount™: {
"currency” :
"amount™ :
T

"remittanceInformationUnstructured”:

"requestId”:

“response”: {

"result™: {

"transactionStatus™:

"nouwmendt Td™ -
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In urma executiei platilor bulk statusul se poate modifica acesta devenind "PART" ca urmare a
executiei esuate a unei plati singulare din bulk ca in figura de mai jos:

Response

application/json
n-id: 37198f4566852eff2d9c77b2
name=rate-limit,168;

: name=rate-limit,92;

"transactionId™:
"paymentIdBulk™:
"transactionStatus™:
"creationDateTime":
"debtorAccount™: {

"iban":

L

"paymentsResponse”: [

{
"requestId”:

"response”: {
"result™: {

"transactionStatus™:

"paymentId”:

"creditorAccount™: {
"iban™:

I

"creditorName” :

"instructedAmount™: {

“currency”:
“amount™:
:
Is

"remittanceInformationUnstructured™:

"requestId”:
"response”: {
"result™: {
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"requestId”:

"response”: {

"result™: {
"transactionStatus™:
"paymentId™:
"creditorAccount™: |

"iban™:
Ts
"creditorName”:

"instructedAmount™: {

"currency”:

"amount™:
1
I

"remittanceInformationUnstructured”:

NOTA:

PART, ACSC — statusuri finale pentru o operatie de initiare plati bulk // status PART este
prevazut in Berlin Group

Orice alt status pana la obtinerea acestora reprezinta status intermediar.

PART — cel putin o plata din bulk nu a fost finalizata cu succes.

ACSC- toate platile din bulk au fost finalizate cu succes.

PATC - plata necesita semnaturi suplimentare
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